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The rapid proliferation of unmanned aerial systems (UAS), commonly known as “drones”, 
has given rise to considerable public concern about privacy and unwelcome surveillance and 
observation. This paper reviews some of the privacy and surveillance concerns created by UAS, 
and considers the effectiveness of existing New Zealand law in addressing those concerns. Current 
law does not effectively address the new technology, and a package of legal and regulatory changes 
is required. UAS raise unique challenges, not least the anonymity of the operator, and the merits 
of alternative solutions are discussed. I propose the adoption of a package of measures including: 
tort law reform, the promulgation of a “Code of Practice for UAS Operations” under the Privacy 
Act 1993, an encoded radio frequency beacon to identify approved operators, provision for aerial 
trespass by unmanned aircraft, provision for the destruction of unmanned aircraft committing 
trespass, and the clarification of what constitutes a privacy violation by broadcast or closed-circuit 
television and video systems.

i. iNtroduCtioN

Within just a few years, small drones have gone from being of only military interest and an obscure 
hobby to now being popular consumer items with a growing range of commercial applications. 
Commonly available UAS have the capability to stream live video back to the pilot, who may 
be located some considerable distance away from the subject being observed. While there are 
potentially material benefits accruing from the use of UAS, the ability to observe a subject from 
afar gives rise to significant legal issues that must be addressed.

Many people are concerned at the prospect of being observed by an unknown surveillant using 
a drone. In New Zealand, there have been news articles about drones being used to film into another 
person’s property,1 taking photographs of children at a public swimming pool,2 and frightening 
animals in people’s backyards.3 In Australia, a woman discovered that real estate advertisements, 
including a large billboard, carried an image of her sunbathing in her backyard.4 These media 
reports are illustrative of, and contribute to, a general disquiet among the public, raising issues of 
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1 Caleb Harris “Drones invading our privacy say critics” Stuff (online ed, New Zealand, 25 January 2015).
2 Andrew Bonnallack and Alisa Young “Mystery drone hovers over pool” Wairarapa Times-Age (online ed, Masterton, 

2 March 2015).
3 Hunter Wells “Drone unsettles Bay’s backyard dwellers” Sunlive (online ed, Tauranga, 27 February 2015).
4 Rita Panahi “Mt Martha woman snapped sunbaking in g-string by real estate drone” Herald Sun (online ed, Melbourne, 

17 November 2014).
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trespass and privacy. UAS have also been used for privacy-breaching criminal activity, such as 
reconnaissance for potential burglaries.5

While in New Zealand a drone has been stomped on and damaged by an upset member of the 
public;6 in the United States unmanned aircraft have been shot at or shot down in New Jersey,7 
Kentucky,8 California,9 Virginia,10 and in two separate incidents in Tennessee.11 In the New Jersey, 
Kentucky, and California cases the shooter claimed a right to privacy, while in the Virginia case 
the shooter claimed to be defending another person’s right to privacy. The legal outcome for each 
of these cases is discussed in part V of this paper. The diversity of outcomes highlights the conflict 
between privacy and trespass on the one hand, and various issues of endangering the public, 
damage to property and damage to aircraft on the other.

UAS technology provides an avenue for surveillance by both private parties and State agencies. 
Private entities utilising drones for legitimate productive activities, such as pizza delivery or 
responding to burglar alarm activations, could collect significant surveillance imagery. The police 
in Baltimore have already engaged a private contractor to undertake citywide surveillance using 
manned aircraft,12 and the low cost of UAS make this more likely to occur in the future.

In Helsinki, researchers demonstrated in a six-month study that even individuals who consent 
to surveillance will actively alter their behaviour in order to regulate what the surveillants see, 
and that the surveillance system was “a cause of annoyance, concern, anxiety, and even rage.”13 
While the Helsinki researchers found that the overt negative emotions reduced over time, there was 
also evidence that there is a longer-term insidious effect from surveillance. A study conducted in 
former East Germany found that those counties that had higher levels of Stasi informers during the 
communist era had lower rates of economic growth and higher unemployment during the 1990s 
and 2000s.14 The research suggests that surveillance results in individuals having lower levels of 
trust in institutions and other people, making it more difficult to make agreements and engage in 
wealth-enhancing activity.

5 David Barrett “Burglars use drone helicopters to target homes” The Telegraph (online ed, United Kingdom, 18 May 
2015).

6 Jimmy Ellingham “Drone rage puts stomper in court” The New Zealand Herald (online ed, Auckland, 18 July 2015). 
7 “Man Indicted for Shotgun Blasts at Hovering Drone” (25 August 2015) The Smoking Gun 

<www.thesmokinggun.com>.
8 “Hillview man arrested for shooting down drone; cites right to privacy” (1 August 2015) WDRB News 

<www.wdrb.com>.
9 Cyrus Farivar “Man shoots down neighbor’s hexacopter in rural drone shotgun battle” (28 June 2015) ARS Technica 

<www.arstechnica.com>.
10 Cyrus Farivar “Woman shoots drone: ‘It hovered for a second and I blasted it to smithereens’” (30 August 2016) ARS 

Technica <www.arstechnica.com>.
11 See Larry Flowers “Father, son caught by surprise as drone shot out of sky” (26 May 2016) WKRN-TV 

<www.wkrn.com>; and Cyrus Farivar “Man takes drone out for a sunset flight, drone gets shot down” (25 April 2017) 
ARS Technica <www.arstechnica.com>.

12 Conor Friedersdorf “The Sneaky Program to Spy on Baltimore From Above” The Atlantic (online ed, Washington DC, 
26 August 2016).

13 Antti Oulasvirta and others “Long-term Effects of Ubiquitous Surveillance in the Home” (paper presented to 
Proceedings of The 14th International Conference on Ubiquitous Computing, Pittsburgh, September 2012) at 41–50. 

14 A Lichter, M Loeffler and S Siegloch The Economic Costs of Mass Surveillance: Insights from Stasi Spying in 
East Germany (Institute of Labor Economics, Discussion Paper No. 9245, July 2015).
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There are, thus, potentially significant costs offsetting the many benefits of using UAS, both 
as regards short-term emotional responses and long-term trust and economic functioning. If 
operators of UAS do not face the costs induced by this activity, they are unlikely to take sufficient 
precautions and are likely to have a higher than socially optimal activity level.15 An efficient level 
of UAS activity can only be achieved if these costs are taken into account by UAS operators. The 
role of the legal and regulatory system is to balance the costs and benefits, and, where possible and 
practicable, to facilitate the transfer of cost to the operator so that efficient decisions may be made.

This paper, structured in seven parts, considers from a law and economics perspective, the 
ability of existing law to address the potential costs imposed by UAS, and those characteristics of 
UAS that require new legal rules.

Part II summarises relevant aspects of the New Zealand Civil Aviation Rules, including a 
default prohibition from flying above persons without their permission (and a prohibition from 
flying above property without permission of the occupier), unless the operator has submitted a risk 
management plan to the Civil Aviation Authority and has been granted authorisation to conduct 
such flights.

As reported by the Law Commission in its consideration of police surveillance, surveillance, 
which gives rise to privacy violations, may be trespassory or non-trespassory.16 Trespassory 
surveillance necessarily involves a trespass, so law relating to trespass may be able to prevent 
the surveillance activity, just as it can be used to prevent some other privacy violations.17 Part III 
discusses the tort of trespass together with the Trespass Act 1980, which enables prosecution for 
trespass, and the Civil Aviation Act 1990 which prohibits actions in trespass in certain circumstances.

Non-trespassory surveillance does not involve a trespass, so reliance must be placed on privacy 
regulation. Part IV discusses the main elements of privacy regulation in New Zealand: the privacy 
torts, the Privacy Act 1993, and other relevant legislation. The tort of intrusion on seclusion is 
particularly relevant, although the threshold of “highly offensive” may prove to be too high to 
effectively address the challenges of UAS. The Privacy Act 1993 creates a wrong of “interference 
with privacy” that is applicable to UAS, although the effectiveness of the existing legislation is 
uncertain.

Part V discusses relevant international experience, including the United States’ cases discussed 
above and the application of the Data Protection Directive in the European Union.

Part VI presents six proposals for addressing privacy concerns arising from UAS use: tort reform; 
a Code of Practice for UAS under the Privacy Act 1993; encoded radio frequency identification, 
particularly for those operators with procedures by the Privacy Commissioner; amendments to the 
Privacy Act 1993; strengthening other relevant legislation to effect the legalisation of self-help 
measures; and application of criminal sanctions in appropriate circumstances. 

Part VII provides concluding comments.

15 Steven Shavell “Strict Liability versus Negligence” (1980) 9 JLS 1.
16 Law Commission Search and Surveillance Powers (NZLC R97, 2007).
17 Ursula Cheer “Invasion of Privacy” in Stephen Todd (ed) The Law of Torts in New Zealand (7th ed, Thomson Reuters, 

Wellington, 2016) 975 at 978.
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ii. CiviL aviatioN reguLatioN

Civil aviation regulation is concerned with the regulation of aviation safety,18 and does not directly 
address other issues that may require regulation, such as trespass and privacy. While most areas of 
civil aviation regulation are based on rules and guidelines promulgated by the International Civil 
Aviation Organization, the regulation of UAS is currently subject to considerable discretion by 
each country. New Zealand has two Civil Aviation Rules (CARs) governing UAS: CAR, pt 101, 
governs UAS generally,19 and CAR, pt 102, provides for the “certification” of operators who 
may be exempted from some of the requirements of pt 101.20 A brief overview of these two rules 
provides context for the legal environment in which UAS operate.

A. Part 101 Rules

The pt 101 rules require UAS to be operated no higher than 400 feet above ground level (AGL),21 and 
within visual line-of-sight of the pilot.22 The operator “must take all practicable steps to minimise 
hazards to persons, property and other aircraft”,23 and must give way to manned aviation.24 There 
are also specific requirements for operating at or in the vicinity of an aerodrome.25

Of particular relevance to this paper, CAR, r 101.207(a)(1), provides the specific restriction that 
unless operating in a designated “danger area”:

A person operating a remotely piloted aircraft must … avoid operating:

(i) in airspace above persons who have not given consent for the aircraft to operate in that airspace; 
and

(ii) above property unless prior consent has been obtained from any persons occupying that 
property or the property owner.

This rule was introduced to address issues related to safety, yet it is popularly perceived within 
the UAS community as addressing concerns related to privacy.26 However, permission from one 
person to operate above them or above their property does not address privacy concerns of others.

18 Aviation safety includes the safety of persons and property on the ground.
19 Civil Aviation Rules 2017, pt 101.
20 Civil Aviation Rules 2015, pt 102.
21 At r 101.207(a)(3).
22 At r 101.209.
23 At r 101.13.
24 At r 101.213.
25 At r 101.205.
26 See, for example, John Brooks “New regulations for drone operation in New Zealand cause consternation” (18 August 

2015) UAV News NZ <www.uavataut.blogspot.co.nz>. 
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B. Certificated Operators27

CAR, pt 102, enables a person to become a certificated operator of a UAS. This rule provides the 
means for an operator to be authorised to operate a UAS “other than in accordance with Part 101”,28 
provided that the Civil Aviation Authority (CAA) is satisfied that such an exemption from pt 101 
will not be detrimental to aviation safety. Persons intending to operate under CAR, pt 102, must 
make an application on the prescribed form and provide written details of operating, maintenance 
and safety procedures, organisational systems, and the like. If CAA is satisfied that the procedures 
will adequately manage the risks of the proposed operation, then the applicant is granted a Part 102 
Certificate and becomes a certificated operator.

The Advisory Circular that accompanies CAR, pt 102, provides guidance on how CAA intends 
to apply the rule.29 It is clear that exemptions from CAR, r 101.207(a)(1), are anticipated, enabling 
operators to fly over persons and property without obtaining prior permission provided that the 
safety risks of doing so are adequately managed.30 This is not surprising: the introduction of CAR, 
pt 102, was intended to assist the development of new UAS,31 such as a “drone delivery service” 
where UAS are used to deliver packages directly to an individual or premises. Accordingly, it would 
be relatively straightforward to obtain approval under CAR, pt 102, for persistent surveillance over 
an urban area. A fixed-wing UAS with back-up power supplies and radios could be operated at a 
height of 400–500 feet AGL, well below the minimum height of 1,000 feet for manned aircraft, for 
many hours at a time. Being a fixed-wing aircraft it could be piloted to glide to a safe landing area 
if it experienced an in-flight failure.

iii. TrESpaSS

Trespass generally is an act that interferes with a person’s right to exclusive use and possession 
of something, and usually requires intent on the part of the tortfeasor. The aspect of trespass most 
relevant to this paper is that of trespass against land, being an intentional encroachment on to land 
without the consent of the owner. The tortfeasor need not themselves intrude upon the land, but 
may be the direct cause of an intrusion by a person or thing.

A. Intent

Intent requires a conscious and voluntary act to be at that location, rather than an intention to 
trespass. Conversely, the absence of a conscious and voluntary act means there is no trespass. 
The operator of a UAS that is intentionally flown on to a particular area of land will therefore be 
trespassing whether or not they intend to commit a trespass. However, a UAS that has a parachute 
as a safety feature and drifts on to a particular parcel of land when that parachute is activated may 

27 At the date of writing the author has co-authored the operating manuals for seven operators either certified or intending 
to become certified under CAR, pt 102, and provided related advice to two other operators.

28 At r 102.9(a).
29 Civil Aviation Authority Advisory Circular AC102-1: Unmanned Aircraft – Operator Certification (27 July 2015).
30 At 10.
31 Simon Bridges and Craig Foss “New world-class framework for UAVs” (23 July 2015) New Zealand Government 

<www.beehive.govt.nz>.
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not be committing a trespass. The key consideration in the latter case is the extent to which drifting 
on to the land is a direct consequence of the need to use the parachute.32

Recent advances in UAS technology enable an agency to fly a surveillance device to “perch” 
in a tree or against a building.33 This would clearly be an intentional act and likely to amount to 
trespassory surveillance.

B. Rights to Airspace

UAS are aerial vehicles, so a relevant question is to what extent rights to land extend into airspace. 
Common Law holds that the owner of property also has rights to the airspace above the property.34 
The maximum height to which this principle applies is uncertain.

In Bernstein of Leigh v Skyviews & General Ltd (Skyviews), Griffiths J held that there is an 
upper limit to the airspace included in the tort:35

The rights of an owner of land in the air space above the land extended only to such height above 
the land as was necessary for the ordinary use and enjoyment of the land and the structures on it, and 
above that height the owner had no greater rights in the air space than any other member of the public.

However, contrary to Skyviews, the New Zealand High Court more recently held that property 
rights “are absolute … [and] can only be diminished by creation of competing interests in the land, 
by contract, or most importantly by statute”.36 The qualified prohibition against actions in trespass 
provided by s 97(2) of the Civil Aviation Act 1990 provides such a diminution:

No action shall lie in respect of trespass, or in respect of nuisance, by reason only of the flight of 
aircraft over any property at a height above the ground which having regard to wind, weather, and all 
the circumstances of the case is reasonable, so long as the provisions of this Act and of any rules made 
under this Act are duly complied with.

This provision, and the rest of s 97, was first contained in s 7 of the Air Navigation Act 1931, which 
was in turn modelled on s 9 of the Air Navigation Act 1920 (UK),37 enacted when aviation was a 
very new phenomenon.

The s 97(2) prohibition of actions in trespass has been tested infrequently in New Zealand 
courts. In broad terms, the minimum height for an aircraft is 1,000 feet AGL in an urban area and 

32 For a discussion of the necessity of the trespass following directly from the act of the tortfeasor see Bill Aitken 
“Trespassing on Land” in Stephen Todd (ed) The Law of Torts in New Zealand (7th ed, Thomson Reuters, Wellington, 
2016) 481 at 494.

33 See Morgan Pope “Stanford’s Flying, Perching SCAMP Robot Can Climb Straight Up Walls” (16 March 2016) IEEE 
Spectrum <www.spectrum.ieee.org>; Morgan Pope “Microspines Make It Easy for Drones to Perch on Walls and 
Ceilings” (12 May 2016) IEEE Spectrum <www.spectrum.ieee.org>.

34 For a history of the earliest development of this doctrine see Yehuda Abramovitch (1962) “The Maxim ‘Cujus Est 
Solum Ejus Usque Ad Coelum’ as Applied in Aviation” (1962) 8 McGill LJ 247.

35 Bernstein of Leigh v Skyviews and General Ltd [1978] QB 479 at 902.
36 De Richaumont Investment Co Ltd v OTW Advertising Ltd [2001] 2 NZLR 831 (HC) at [39].
37 Air Navigation Act 1920 (UK) 10 & 11 Geo V c 80, s 9. The Air Navigation Act 1936 (UK) 26 Geo V & 1 Edw VIII 

c 44, s 9 contains almost identical wording to the Air Navigation Act 1931. For a contemporaneous discussion of this 
specific clause in the 1920 and 1936 United Kingdom Acts, see George R Thomson “The British Air Navigation Acts, 
1920 & 1936” (1936) 7(4) Air Law Review 335 at 341.
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500 feet AGL in a rural area,38 except when conducting a take-off or landing. In both R v Peita 
and R v Hertnon, a flight at or above the minimum height was found to be reasonable in terms of 
s 97(2).39 These decisions have limited applicability to UAS because the CARs do not specify a 
minimum height for flight. Rather, CAR, pt 101, specifies a maximum height of 400 feet AGL 
unless certain specified procedures are followed.

Collectively, s 97(2) of the Civil Aviation Act 1990 and Skyviews create a two-pronged test for 
trespass by a UAS:

(1) the aircraft is flown below a height that is reasonable given the applicable CARs; and

(2) the height at which the aircraft is flown infringes the ordinary use and enjoyment of the land.

Accordingly, an operator flying a UAS at a such a low level that it has some probability of colliding 
with a person is likely to be committing trespass because:

(1) the operator would not be taking all practicable steps to minimise hazards to persons and the 
operation would then not comply with all applicable CARs; and

(2) the UAS is being flown at a height that infringes the ordinary use and enjoyment of the land. 
Some height above that (perhaps 10 feet AGL) might also still constitute trespass and be 
actionable because “all the circumstances of the case” are not reasonable.

However, there will be some height AGL at which the UAS will no longer be considered to be 
infringing the ordinary use and enjoyment of the land, and thus be considered reasonable. In a 
practical sense, it is difficult for both plaintiffs and the operator of the UAS accurately to assess 
what height that might be.

C. Remedies

There are five remedies available for trespass against land: two self-help remedies, two judicial 
remedies, and invoking the Trespass Act 1980.40

The two self-help remedies are expulsion and distress damage feasant. Expulsion normally 
requires the ability physically to apprehend and forcibly remove the trespasser or trespassing object. 
Distress damage feasant requires the ability physically to apprehend and contain the offending 
object until the owner makes suitable reparation for any damage. Physical apprehension may be 
possible only if the UAS lands. While a UAS is flying, it may be possible to force it to return to 
its take-off location (that is expel the aircraft) or to land by a variety of radio and GPS jamming 

38 Minimum heights are specified in CAR 91.311. The minimum height over a “congested area” of a city, town, or 
settlement, or over an open-air assembly of persons is 1,000 feet above the surface or any obstacle within a 600m radius. 
In any other area, the minimum height is 500 feet above the surface or any obstacle that is within a 150m radius.

39 R v Peita (1999) 5 HRNZ 250 (CA); R v Hertnon HC Palmerston North CRI-2007-031-536, 7 August 2009.
40 Aitken, above n 32, at 507.
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devices and techniques.41 However, it is an offence against the Radiocommunications Regulations 
2001 to operate any radio jamming equipment in New Zealand without a licence,42 effectively 
eliminating the use of these devices as a legal self-help remedy for most people.

The two judicial remedies are injunction and damages. If there is a continuing or repeated 
trespass by an identifiable UAS, such as one operated by a delivery company, then an injunction 
may be appropriate. As discussed above, flights by UAS do not constitute a trespass so long as the 
flight is at a height that is reasonable given the applicable CARs. Explicit legal definition of the 
height extent of private property rights would enhance the possibility of successful injunctive relief. 
McNeal suggests a height of 350 feet AGL based on the idiosyncrasies of a particular United States 
legal decision,43 while Rule suggests setting the upper limit of private airspace at the minimum 
navigable airspace height of 500 feet AGL.44 While both recommendations were formulated for 
the United States, where at least one state has enacted such a statute,45 there is no reason why 
Rule’s recommendation could not also apply in New Zealand.46 Rule argues that such an approach 
could significantly reduce the economic loss associated with excessive UAS flights, relative to the 
efficient level of flights where the costs to property owners are taken into account.

41 A review of the relevant literature reveals that many small unmanned aircraft may be vulnerable to “hijacking” so that 
the aircraft is under the control of a party other than the pilot. In 2013, a hacker developed software dubbed “Skyjack” 
that enabled the hijacking of an unencrypted Parrot AR Drone: Dan Goodin “Flying hacker contraption hunts other 
drones, turns them into zombies” (4 December 2013) ARS Technica <www.arstechnica.com>. Rodday identifies 
two security vulnerabilities, including weak encryption, that render many relatively high-end unmanned aircraft 
vulnerable to hijacking: Nils Rodday “Exploring Security Vulnerabilities of Unmanned Aerial Vehicles” (Master’s 
Thesis, University of Twente, Amsterdam 2015). In 2015 a group of computer security researchers discovered a design 
flaw in the Mavlink radio protocol, used by many UAS manufacturers, which enabled them to develop a low-cost 
system to hijack an unmanned aircraft using this protocol: Brian Benchoff “Hijacking Quadcopters with a MAVLink 
Exploit” (15 October 2015) Hackaday <www.hackaday.com>. 
A further technique to gain control of unmanned aircraft is that of “GPS spoofing” where a GPS transmitter is used 
to override satellite GPS signals. A report in 2001 warned of the vulnerabilities of GPS to signal loss and disruption, 
including malicious disruption: John A. Volpe National Transportation Systems Center “Vulnerability Assessment 
of the Transportation Infrastructure Relying on the Global Positioning System” (29 August 2001) United States 
Department of Transportation <www.navcen.uscg.gov>. Despite this warning, UAS technology remains vulnerable to 
attack. GPS spoofing was used by Iran to commandeer and land a United States RQ-170 Sentinel surveillance aircraft: 
Scott Peterson “Exclusive: Iran hijacked US drone, says Iranian engineer” (15 December 2011) Christian Science 
Monitor <www.csmonitor.com>. The technique has also been demonstrated as being able to be used to commandeer 
and potentially crash a small unmanned aircraft: Lisa Vaas “Drone hijacked by hackers from Texas college with 
$1,000 spoofer” (2 July 2012) Naked Security <www.nakedsecurity.sophos.com>.
Another example is the Battelle Systems “Drone Defender”, which uses radio jamming to overpower the radio systems 
on the unmanned aircraft, forcing it to activate either “auto land” or “return to home”, depending on which option 
has been programmed into the aircraft: Chris Matyszczyk “Say welcome to the special anti-drone shoulder ‘rifle’” 
(15 October 2015) CNET <www.cnet.com>.

42 “Radiocommunications Regulations (Prohibited Equipment – Radio Jammer Equipment)” (16 June 2011) 83 
New Zealand Gazette 2039.

43 Gregory McNeal Drones and Aerial Surveillance: Considerations for Legislators (Brookings Institution, 2014).
44 Troy A Rule “Airspace in an Age of Drones” (2015) 95 Boston University Law Review 155 at 187.
45 “[A] person who owns or lawfully occupies real property” in Oregon may “bring an action against any person or 

public body that operates a drone that is flown at a height of less than 400 feet over the property if (a) The operator 
of the drone has flown the drone over the property at a height of less than 400 feet on at least one previous occasion; 
and (b) The person notified the owner or operator of the drone that the person did not want the drone flown over the 
property at a height of less than 400 feet.”: See Or Laws Ch 686 s 15(1) (2013).

46 Section 97(2) of the Civil Aviation Act 1990 would require amendment to take account of this defined column of 
private airspace.
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A one-off incident is not amenable to an injunction, so damages may be more appropriate. 
However, if trespass has been committed, but no tangible harm is done, then damages must 
necessarily be of only a nominal amount and may amount to as little as one dollar.47 This means 
that the economic cost of bringing a suit may outweigh any benefit gained,48 and many trespasses 
by UAS would not be actioned, even if there would be a net benefit to society from bringing suit. 
Additionally, the identification of the operator is likely to be problematic.

The Trespass Act 1980 creates a number of offences related to trespass, the most relevant of 
which are the offences of “trespass after warning to leave” and “trespass after warning to stay 
off”.49 Having been warned and then committing a trespass, a trespasser can then be prosecuted in 
the criminal justice system rather than by civil suit, transferring the cost of litigation to the Crown. 
The Trespass Act 1980 complements rather than replaces the tort of trespass, with actions in tort 
still available.

Action under the Trespass Act 1980 would require issuance of a warning, but it is not clear 
what form this could take to be effective, when a landowner does not know who might fly a 
UAS over that land. Given modern technology, it might be appropriate to post a warning on an 
electronic bulletin board or website,50 but there is no compulsion for the pilot of a UAS to check 
such a website. Another option might be to follow the example of a Justice of the Peace in New 
Jersey, who is described in a 1910 publication on aviation, as erecting a sign on the roof of his 
house warning aviators against trespass,51 but this would not resolve the dual problems of privacy 
violations from a neighbouring or public property and the difficulty of identifying the operator of 
the UAS.

D. Summary

Because a UAS is an aircraft and therefore covered by the Civil Aviation Act 1990, actions in 
trespass may only arise if it is flown below a height which is reasonable having regard to all the 
circumstances of the case. The provisions of CAR, pt 101, mean that many UAS will require 
permission to fly over people or property, and if this does not occur then it is hard to see how 
any height could be considered reasonable. Nevertheless, a UAS may be flown under a pt 102 
certification that permits flight over property without obtaining permission.

A clearly defined property right over airspace above a property could facilitate trespass actions. 
However, even if this action was available, it does not solve the identified problem: unwelcome 

47 Dehn v Attorney-General [1988] 2 NZLR 564 (HC) at 583; affirmed in Dehn v Attorney-General [1989] 1 NZLR 320 
(CA) at 323.

48 While courts may make an order for costs, such orders often cover only a portion of the actual costs and there is no 
compensation for the time involved in bringing suit.

49 Trespass after warning to leave occurs when a person has been warned to leave by the occupier of a place and 
“neglects or refuses to do so”. Trespass after warning to stay off occurs when a person has been warned by the occupier 
of a place to “stay off” that place, and then wilfully trespasses on the place within two years of the warning.

50 A suitable website is provided by the “Airshare” site <www.airshare.co.nz> run by Airways Corporation of 
New Zealand. Airways Corporation provides services such as air traffic control, aviation mapping, and communication 
services utilised by aircraft. The Airshare website has been developed to provide UAS operators with a central source 
of information on UAS, as well as providing a way for UAS operators to obtain permission to fly in controlled 
airspace.

51 WJ Jackman and Thomas H Russell Flying Machines: Construction and Operation (Charles C Thompson Co, 
Chicago, 1910) at 170–171.
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surveillance by a UAS able to hover over a public right of way and conduct surveillance, or to fly 
over property at a height “private” airspace. It also does not solve the difficulty of trying to establish 
the identity of the operator of the UAS.

iV. PrivaCy

New Zealand has two privacy torts: wrongful publication of private facts and intrusion on seclusion. 
The privacy torts are heavily complemented by both civil and criminal statutes, and remain an area 
where further relevant development is possible. This section reviews the two privacy torts and then 
gives particular consideration to how the Privacy Act 1993 might apply to UAS. Other potentially 
pertinent statutes are briefly reviewed.

A. Privacy Torts

Wrongful publication of private facts was confirmed as a tort by the Court of Appeal in Hosking v 
Runting.52 Gault and Blanchard JJ held that the elements of this tort are:53

1. The existence of facts in respect of which there is a reasonable expectation of privacy; and

2. Publicity given to those private facts that would be considered highly offensive to an objective 
reasonable person.

The tort of intrusion on seclusion was subsequently found to be part of New Zealand law by 
Whata J in the High Court in C v Holland.54 Whata J held that the following four elements must 
be satisfied:55

(a) An intentional and unauthorised intrusion;

(b) Into seclusion (namely intimate personal activity, space or affairs);

(c) Involving infringement of a reasonable expectation of privacy;

(d) That is highly offensive to a reasonable person.

It is an open question whether wrongful publication and intrusion on seclusion are separate torts or 
elements of a single privacy tort,56 but for the analysis of UAS that question is not critical. The key 
distinguishing factor between wrongful publication and intrusion on seclusion is that publication is 
not required for the latter. This may be relevant to UAS when imagery is collected for the private 
use of the operator without necessarily an intent to publish the imagery.

Some commentators have questioned whether these torts are too tightly formulated and exclude 
privacy violations that should be captured by the respective torts. One such question concerns 
the “highly offensive” threshold required by both torts. A second question concerns Whata J’s 
acceptance of there being “no right to limit views”, which potentially allows surveillance and 

52 Hosking v Runting [2005] 1 NZLR 1 (CA).
53 At [117].
54 C v Holland [2012] NZHC 2155; [2012] 3 NZLR 672.
55 At [94].
56 Faesenkloet v Jenkin [2014] NZHC 1637 at [38].
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photography from afar.57 The relevance of both of these areas to UAS operations are discussed 
below.

1. The “highly offensive” threshold
Both privacy torts require the violation of privacy to be “highly offensive to an objective reasonable 
person”. In C v Holland, the intrusion involved covert filming of a woman in the shower, so easily 
met the “highly offensive” threshold. In Hosking v Runting, the action in contention was the 
publication of a photograph of young children taken in a public place and this did not meet the 
threshold. However, quite where a UAS filming a person sunbathing naked in their backyard falls 
on this continuum is an open question with no obvious answer.58

In Hosking v Runting, Gault and Blanchard JJ were concerned that only “publicity that is truly 
humiliating and distressful or otherwise harmful to the individual concerned” should give rise to 
legal liability.59 Tipping J concurred, considering that “relatively trivial invasions of privacy should 
not be actionable,”60 while at the same time expressing the preference that the threshold should be 
one of a “substantial level of offence rather than a high level of offence … [the former being] a 
little more flexible”.61

Moreham argues that the “highly offensive” test is unnecessary, noting that English law avoids 
the use of that test by relying on the reasonable expectation of privacy test.62 The close linkage 
between offensiveness and reasonable expectation of privacy has been recognised in New Zealand.63 
In the context of wrongful publication of private facts, Elias CJ has also urged the Supreme Court 
to “reserve its position” on the test, noting that members of the House of Lords have “doubted” the 
test in a decision since Hosking v Runting.64

It could be argued that in the years since Hosking v Runting there has been a sufficient body of 
precedent in New Zealand law that the original purpose for the threshold, to deter litigation over 
relatively trivial matters, is now redundant. In Hamed v R it was held that there is no reasonable 
expectation of privacy on a public road,65 but there is a much greater expectation of privacy “in 
a building or an enclosed space like a hedged garden or the curtilage of a home”.66 It is also 
recognised that there may be an expectation of privacy in some public places where the plaintiff 
does not expect his/her actions to be viewed beyond those people in immediate view,67 or words 

57 At [92].
58 See, for example, Panahi, above n 4.
59 Hosking v Runting, above n 52, at [126].
60 At [255].
61 At [256].
62 Nicole A Moreham “Why is Privacy Important? Privacy, Dignity and Development of the New Zealand Breach of 

Privacy Tort” in Jeremy Finn and Stephen Todd (eds) Law, Liberty, Legislation: Essays in Honour of John Burrows QC 
(LexisNexis, Wellington, 2008) 231 at 246.

63 Faesenkloet v Jenkin, above n 56, at [50].
64 Rogers v Television New Zealand Ltd [2007] NZSC 91, [2008] 2 NZLR 277 at [25].
65 Hamed v R [2011] NZSC 101 at [205] per Blanchard J and [224] per Tipping J.
66 At [191] per Blanchard J.
67 Peck v United Kingdom (2003) 13 BHRC 669 (ECHR).
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heard beyond those in immediate earshot,68 and that disclosure of some actions in public places can 
amount to disclosure of personal information that is private.69

In Hosking v Runting and C v Holland the level of offensiveness was congruent with the 
expectations of privacy, but that will not always be the case. In Andrews v Television NZ Ltd, it 
was held that publication of an exchange of which the plaintiffs held a reasonable expectation of 
privacy was not offensive, not least because the plaintiffs themselves were unable to identify any 
aspect of the broadcast that they considered offensive.70

However, the “highly offensive” test has also been criticised as being unpredictable and creating 
uncertainty.71 Decisions involving the news media highlight circumstances in which disclosure of 
private information is not considered by the courts to be highly offensive, although the individuals 
concerned clearly held a different view. In Hosking v Runting, Gault P stated that “[t]he harm 
to be protected against is in the nature of humiliation and distress,”72 yet in Clague v APN News 
Media, Toogood J opined that embarrassment and distress might be insufficient to be classified as 
offensive or objectionable.73

None of the above provides clear guidance to the operator of a UAS or to a person who is 
observed by a UAS. The law appears to recognise that a person has an increasing expectation of 
privacy as they move from their front yard (exposed to the street) to their backyard (potentially 
surrounded by high fences), but it remains entirely unclear whether or not a single overflight by 
a UAS might be highly offensive. If it is not, then the issue rests on the duration required for a 
UAS to hover or loiter in the general vicinity before the highly offensive test is met. It is also 
unclear whether the filming of ordinary activities, such as gardening or children playing games 
in a backyard, where there is a reasonable expectation of privacy, would be considered highly 
offensive, even if the individuals involved experienced considerable anxiety at potentially being 
observed, or whether there are only certain activities for which the intrusion would be considered 
highly offensive.

Further uncertainty is injected by Toogood J’s acceptance in Faesenkleot v Jenkin that “deliberate 
intrusion designed to offend might be more offensive than one which is obviously accidental and 
incidental to another purpose”.74 Given such views, UAS operators might well consider that so long 
as they have a legitimate purpose, such as real-estate photography or roof inspection, they do not 
need to be concerned with what other imagery they might incidentally capture. This increases the 
likelihood of conduct that could violate privacy, and, if potential plaintiffs are aware of the same 
uncertainties, could also simultaneously decrease the likelihood of an action being brought that 
would clarify the question and increase the extent to which individuals change their behaviour in 
an effort to maintain privacy.

68 Andrews v Television NZ Ltd [2009] 1 NZLR 220 (HC) at [66].
69 Campbell v MGN Ltd [2004] UKHL 22, [2004] 2 AC 457.
70 Andrews v Television NZ Ltd, above n 68, at [67]–[69].
71 Moreham, above n 62, at 246.
72 Hosking v Runting, above n 52, at [128].
73 Clague v APN News and Media Ltd [2012] NZHC 2898, [2013] NZAR 99 at [38].
74 Faesenkloet v Jenkin, above n 56, at [47].
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2. No right to limit views
Whata J stated in C v Holland that the torts provide “no right to limit views from public places 
or from other private property”,75 which would appear to legitimise non-trespassory surveillance 
however it is conducted. With UAS, such surveillance could be conducted from a public right 
of way, above the property of a consenting neighbour, or at a sufficient height above the subject 
property.

Whata J cited the 1937 case of Victoria Park Racing and Recreation Grounds Co Ltd v Taylor 
in support of the proposition that there is no right to limit views.76 In that case, Latham CJ stated 
that “[a]ny person is entitled to look over the plaintiff’s fences and to see what goes on in the 
plaintiff’s land”.77 Dixon J likewise stated that “the natural rights of an occupier do not include 
freedom from the view and inspection of neighbouring occupiers or of other persons who enable 
themselves to overlook the premises”.78

However, it is unclear whether the “no right to limit views” principle applies entirely without 
qualification. In his judgment, Latham CJ stated that no general right of privacy exists and that 
“neither this court nor a court of law will interfere on the mere ground of invasion of privacy”.79 
The law in New Zealand has since developed, with both Parliament and the courts recognising a 
variety of aspects of privacy. Given that the case was decided by a narrow majority of 3:2, and 
that at least some aspects of privacy are now recognised, the dissenting judgments require further 
consideration.

Rich J, in his dissenting judgment, stated that:80

… the right of view or observation from adjacent land has never been held to be an absolute and 
complete right of property incident to the occupation of that land and exercisable at all hazards.

and went on to hold that:81

… there is a limit to this right of overlooking and that the limit must be found in an attempt to reconcile 
the right of free prospect from one piece of land with the right of profitable enjoyment of another.

Evatt J stated:82

The defendants also say that the law of England does not forbid one person to overlook the property 
of another. That also is true in the sense that the fact that one individual possesses the means of 
watching, and sometimes watches what goes on on his neighbour’s land, does not make the former’s 
action unlawful. But it is equally erroneous to assume that under no circumstances can systematic 
watching amount to a civil wrong … under some circumstances, the common law regards ‘watching 
and besetting’ as a private nuisance, although no trespass to land has been committed.

75 C v Holland, above n 54, at [92].
76 Victoria Park Racing and Recreation Grounds Co Ltd v Taylor (1937) 58 CLR 479 (HCA).
77 At 494.
78 At 507.
79 At 496.
80 At 504.
81 At 504.
82 At 517.
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And, “it is an extreme application of the English cases to say that because some overlooking is 
permissible, all overlooking is necessarily lawful.”83

It may be, therefore, that “no right to limit views” is an inessential element of the tort of intrusion 
on seclusion. An alternative formulation could place the “reasonable expectation of privacy” at the 
core of the tort: where the plaintiff has no reasonable expectation of privacy then there would be 
no right to limit views, but where the plaintiff has a reasonable expectation of privacy then there 
would be a right to limit views. This formulation would appear to respect the earlier authorities, 
such as Victoria Park Racing, while allowing this area of law to develop.

Until such time as there is a judgment to that effect, the privacy torts appear to allow filming and 
observation of individuals to be undertaken so long as it is not highly offensive. The privacy torts 
as currently formulated might therefore allow UAS flights that violate a reasonable expectation 
of privacy, such as for individuals in their private backyards, and thereby impose uncompensated 
costs on an aggrieved party.

B. Privacy Act 1993

The privacy torts are supplemented by the Privacy Act 1993, which governs the collection, use, 
and disclosure of personal information. The Act requires an “agency” to comply with a set of 
12 broad information privacy principles (IPPs).84 A UAS operator, whether an individual flying 
recreationally or a company utilising a UAS for commercial operations, falls within the definition 
of an agency.85

While the IPPs do not directly create a legal right enforceable in a court of law,86 s 66 creates a 
civil wrong of “interference with privacy” of an individual. This requires that the action in question 
breaches an IPP (or one of four other specified breaches)87 and, in the opinion of the Privacy 
Commissioner or the Human Rights Review Tribunal (HRRT), the action has caused or may cause 
some harm to the individual. An action in the HRRT may be at the suit of either the Director of 
Human Rights Proceedings,88 or the aggrieved party,89 and may be appealed to the High Court.90 The 
aggrieved party may only bring suit after the Office of the Privacy Commissioner has investigated 
the complaint, and the scope of the HRRT’s hearing is restricted to the issues investigated by the 
Privacy Commissioner.

83 At 518 (emphasis in original).
84 The information privacy principles are specified in s 6 of the Privacy Act 1993.
85 The definition of agency in the Privacy Act 1993 also includes a number of exceptions, none of which rule out a 

private individual collecting information about others.
86 Section 11 of the Privacy Act 1993 expressly provides that “the information privacy principles do not confer on any 

person any legal right that is enforceable in a court of law”, with the exception to obtain confirmation from a public 
sector agency of whether information is held and to have access to that information.

87 The other breaches specified in s 66 of the Privacy Act 1993 are a breach of: (a) a code of practice relating to 
public registers, (b) an IPP or code of practice related to information sharing agreements, (c) an information sharing 
agreement, and (d) provisions relating to information matching.

88 Privacy Act 1993, s 82.
89 Section 83.
90 Appeals to the High Court are made under s 123 of the Human Rights Act 1993.
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The Privacy Commissioner may issue guidelines to any industry sector and has done so for 
CCTV cameras.91 The CCTV Guidelines apply to UAS, even though this is not explicitly stated 
in the Guidelines themselves.92 This is consistent with practice in the United Kingdom, where 
the equivalent guidelines issued by the Information Commissioner’s Office explicitly include 
consideration of UAS.93

In Armfield v Naughton, the HRRT considered issues related to a CCTV system that in part 
surveilled the front yard of a neighbouring property.94 Naughton had set up a number of CCTV 
security cameras around his house, one of which had an unobstructed view of Armfield’s lawn and 
of the swing used by Armfield’s children. The Tribunal held that Naughton had failed to comply with 
the privacy principles specified in the Privacy Act 1993, and specifically that the camera recording 
part of the front yard collected personal information in a way that intruded to an unreasonable 
extent on the personal affairs of Armfield and the other persons living at that property.95 Whether 
the surveillance was “highly offensive” was not considered by the HRRT as its jurisdiction is 
limited to the Privacy Act 1993 and the issues investigated by the Privacy Commissioner.96

The decision in Armfield v Naughton affirmed previous decisions that “injury to the feelings” 
includes negative feelings such as anxiety, stress, fear and anger (feelings associated with 
unwelcome surveillance).97 It was held that the facts of this case established “both significant loss 
of dignity and significant injury to the feelings” of the plaintiffs,98 and that an interference with 
privacy was established.99 A benchmark of $15,000 in damages was noted by the HRRT,100 although 
a lesser amount was awarded effectively at the request of the plaintiff.

Butler cautions that the requirement in s 66(1)(b)(iii) for the humiliation, loss of dignity, or 
injury to feelings to be “significant” sets a high threshold: “mere misuse or dissemination of 
personal information is insufficient for a complaint to be upheld.”101 On the other hand, s 66(1)(b)(i) 
only requires that the action “has caused, or may cause, loss, detriment, damage, or injury to 
that individual.” This clause seems broader and sets a far lower threshold than that required by 
s 66(1)(b)(iii).

Personal information is defined in s 2 as “information about an identifiable individual”. Whether 
an individual can be clearly identified from UAS imagery depends on the quality of the camera on 
board the UAS, and the distance between the UAS and the person. The person on the ground is not 
always able to determine whether the UAS is carrying a camera, or whether they can be identified 

91 Privacy Commissioner “Privacy and CCTV: A guide to the Privacy Act for businesses, agencies and organisations” 
(19 October 2009) <www.privacy.org.nz>. 

92 Charles Mabbett “Game of Drones” (21 January 2015) Privacy Commissioner <www.privacy.org.nz>.
93 “In the picture: A data protection code of practice for surveillance cameras and personal information” (21 May 2015) 

Information Commissioner’s Office <www.ico.org.uk>.
94 Armfield v Naughton [2014] NZHRRT 48.
95 At [65].
96 At [29].
97 At [82].
98 At [83].
99 At [87].
100 At [105].
101 Petra Butler “The Case for a Right to Privacy in the New Zealand Bill of Rights Act” (2013) 11 New Zealand Journal 

of Public and International Law 213 at 222.
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from any imagery that might be collected. Drone advocates argue that a conventional camera 
with a telephoto lens is capable of providing much clearer imagery from a distance and thereby 
provide a greater threat to privacy.102 However, technology continues to improve, and some UAS 
cameras now rival the performance of a telephoto camera.103 Even with lower-resolution images 
it can be possible to identify the individual from characteristics such as build and hair colour, 
particularly when the address at which imagery is taken is known. This would seemingly satisfy 
the requirement in Andrews v Television NZ Ltd that the plaintiff is identified “either directly or by 
implication”.104 Thus, even when the imagery is at a relatively low resolution, it may be reasonable 
to assume that personal information is being gathered.

We can therefore conclude that: first, a UAS that flies in the vicinity of a property and takes 
photos of that property is potentially collecting personal information; and secondly, that a person 
who is in some way upset, anxious or angry about such an action has suffered an “injury to feelings”. 
Having satisfied the second limb of s 66, the only remaining requirement to prove an interference 
to privacy is whether the personal information collected breaches an IPP.

IPP 1 requires that “the information is collected for a lawful purpose connected with a function 
or activity of the agency, and the collection of information is necessary for that purpose.” Flying 
a UAS is not an unlawful purpose. However, personal information may be unintentionally but 
unavoidably collected when a UAS is collecting imagery of an intended “target”, such as when a 
real-estate photographer using a drone unintentionally captures imagery of people in neighbouring 
properties. It is unclear whether personal information collected in such a manner is contrary to this 
principle.

IPP 4 requires, among others, that personal information shall not be collected by an agency 
“by means that, in the circumstances of the case … intrude to an unreasonable extent upon the 
personal affairs of the individual concerned.” Whereas intrusion on seclusion requires the intrusion 
to be “highly offensive”, the Privacy Act 1993 merely requires the collection of information (that 
is, capturing of video or still photographs) to intrude to “an unreasonable extent”. The CCTV 
Guidelines note that it is almost certainly unreasonably intrusive to capture imagery of “a person’s 
private front or backyard or any other places where people are likely to expect privacy”,105 and this 
was confirmed in Armfield v Naughton.106 It is unclear whether footage captured incidentally while 
the UAS is capturing imagery of a neighbouring property is unreasonably intrusive. However, 
there may be an arguable case for an unreasonable intrusion when imagery is deliberately collected 
about an individual but consent has not been obtained.

IPP 6 requires that where an agency holds personal information in a form that can be readily 
retrieved, the individual concerned has a right to obtain confirmation of whether information is held 
and to access that information (that is, view the footage that pertains to the individual). However, 
short of involving the Privacy Commissioner, enforcing that right may be difficult, and the holder 
concerned has the incentive to deny that personal information is held.

102 See Adam Derewecki “Are Drones Better Than Telephoto Lenses for Spying? The Answer May Creep You Out” 
(21 August 2015) PetaPixel <www.petapixel.com>.

103 See, for example, Alex Cooke “Check Out This Footage From the Zenmuse Z30 30x Zoom Drone Camera” (12 April 
2017) Fstoppers <www.fstoppers.com>.

104 Andrews v Television NZ Ltd, above n 68, at [52].
105 Privacy Commissioner, above n 91, at 13.
106 Armfield v Naughton, above n 94, at [65].
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In sum, footage deliberately collected without permission of someone’s front or back yard is 
likely to breach at least one IPP, but the status of information collected incidentally to a lawful 
purpose is unclear. Information collected by a UAS thus might be an “interference with privacy”.

C. Uncertainty over Privacy Violation

Two problems arise that reduce the expected damages cost to the UAS operator. The first problem 
is one of asymmetric information: only the UAS operator knows with a high degree of certainty 
whether their actions are interfering with the privacy of person(s) on the ground, but the person(s) 
on the ground lack this information. This asymmetry creates uncertainty whether it is worth the 
opportunity cost of initiating an action or making a complaint to the Privacy Commissioner.

The second problem is that there is no guaranteed cause of action: an intrusion into seclusion 
must be highly offensive for an action in tort and yet that standard is undefined in respect of UAS 
imagery; an intrusion into seclusion must also be intentional, and the UAS operator always has the 
opportunity to argue it was unintentional or even negligent.

An interference with privacy requires one or more of the IPPs to have been violated, which 
likely requires the gathering of imagery to have intruded to an unreasonable extent.107 The Privacy 
Commissioner has previously held that if a UAS is not recording then there is no information 
collected, so no IPP can be violated.108 A UAS is typically configured so that the video is broadcast 
back to the ground station, and this is certainly the case for any UAS utilised for filming as the 
operator needs to ensure that the UAS is filming the desired target. Given this factual background, 
the Privacy Commissioner’s decision is questionable, as it would allow the continuous visual 
monitoring of private locations so long as none of the imagery was recorded. The Privacy 
Commissioner’s decision also incentivises a UAS operator to claim that no imagery was recorded 
if any complaint is made.

Faced with such uncertainties, a smaller proportion of cases will be pursued than would be the 
case if there was certainty about the filming, and some of the cases that are pursued will fail. Just 
what proportion of cases will be pursued and what proportion will be successful is unknown. These 
uncertainties will have the effect of reducing the expected cost of a penalty, and therefore reducing 
the incentive for a UAS operator to avoid privacy violations.

D. Crimes Act 1961 and Summary Offences Act 1981

Part 9A of the Crimes Act 1961 creates a number of “crimes against personal privacy”, including 
interception of private communications, disclosure of private communications unlawfully 
intercepted, and making, possessing, and distributing intimate visual recordings. The tort of 
intrusion on seclusion was developed in a case where the defendant had been convicted of making 
and possessing an intimate visual recording.109 Distribution of an intimate visual recording would 
seem to cover the same grounds as wrongful publication of private information, and interception of 
private communications addresses any instances where electronic communications are intercepted 
by a UAS.

107 Note that this does not require the physical device, whether CCTV camera or UAS, to have intruded.
108 Privacy Commissioner “Case Note 267458 [2015] NZ PrivCmr 6: Man objects to drone filming near his apartment” 

(12 August 2015) Office of the Privacy Commissioner <www.privacy.org.nz>. 
109 C v Holland, above n 56.
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Section 30 of the Summary Offences Act 1981 creates an offence punishable by a fine of not 
more than $500 for “peeping or peering into a dwelling house” at night. This offence would be 
of little help to those concerned about a UAS hovering over their house or property because most 
surveillance is likely to occur during the day rather than at night.110 In addition, the fine is of a level 
that is unlikely to pose a significant deterrent to those with a criminal purpose.

E. Law Commission Privacy Project

From October 2006 to August 2010, the Law Commission conducted a thorough review of 
New Zealand privacy law. The review was conducted in four stages: Stage 1 provided an overview 
of privacy values, technology trends and international developments; Stage 2 considered public 
registers; Stage 3 considered the adequacy of New Zealand’s law to deal with invasions of privacy; 
and Stage 4 reviewed the Privacy Act 1993.

Although UAS were not widespread at the time of the Law Commission’s Stage 1 study, the 
concerns the Commission considered about CCTV and camera phones are relevant to them.111

In the Stage 3 report, the Law Commission recommended the introduction of a Surveillance 
Devices Act which “would provide for both criminal offences and a right of civil action in relation 
to use of visual surveillance, interception and tracking devices.”112 The proposed Act was seen as a 
complement to the Search and Surveillance Act 2012,113 which applies solely to law enforcement 
officers. The Law Commission was particularly concerned about surveillance of the interior of a 
dwelling, and considered that:114

… the offence [of visual surveillance of a private dwelling] should not apply to visual surveillance of 
the curtilage of a dwelling, such as a yard, garden or deck. The expectation of privacy outside the walls 
of a dwelling is lower than within it, and not so high as to justify criminal charges for infringing it.

The Law Commission considered surveillance outside of the dwelling to be adequately regulated by 
the Privacy Act 1993, with some minor modifications proposed. In particular, the Law Commission 
considered that the Privacy Commissioner should be able to undertake self-initiated audits of 
agencies using CCTV or other surveillance systems.115 Such audits are likely to be appropriate for 
UAS operators and may be essential for ensuring that the IPPs are being complied with.

The Stage 3 report also recommended that the tort of invasion of privacy be left to develop at 
Common Law.116 Whata J’s subsequent finding that the tort of intrusion on seclusion forms part of 
the law of New Zealand is in accord with the Law Commission’s recommendation.117

110 The Law Commission suggests that the “the restriction to night time is irrational”: Law Commission Invasion of 
Privacy: Penalties and Remedies: Review of the Law of Privacy: Stage 3 (NZLC R113, 2010) at [5.39].

111 Law Commission Privacy: Concepts and Issues: Review of the Law of Privacy: Stage 1 (NZLC SP19, 2008) 
at 140–142.

112 Law Commission, above n 110, at [1.7].
113 When the Stage 3 report was released, the Search and Surveillance Act 2012 was still a Bill before Parliament.
114 Law Commission, above n 110, at [3.37].
115 At [4.8].
116 Law Commission, above n 110 at [7.9]–[7.13].
117 C v Holland, above n 54.
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The Stage 4 report provided a focused review of the Privacy Act 1993.118 A large number of 
recommendations were proffered, including the introduction of a new Privacy Act, but in large part 
the underlying principles would remain as discussed above.

F. Summary

The privacy torts require the publication or recording of information to be “highly offensive”, a 
threshold that is unclear for observation of people undertaking normal activities in their backyards. 
The Privacy Act 1993 provides an alternative cause of action for an “interference with privacy”. 
Imagery collected from CCTV of private front and back yards has been held to intrude to an 
unreasonable extent on privacy, and thus constitute an interference with privacy. It is unclear 
whether a single flight collecting the same imagery would necessarily constitute an unreasonable 
intrusion. In addition, the Privacy Commissioner has held that if a UAS is not recording then 
collection of personal information does not occur and there is no interference with privacy. In sum, 
there are sufficient uncertainties in the current body of tort and statute law that a person upset by 
unwelcome surveillance cannot be sure of an acceptable resolution, even when that surveillance 
takes place in a location where they have a reasonable expectation of privacy. From an economic 
perspective, this imposes uncompensated costs on the aggrieved party.119 If these costs remain 
uncompensated, the outcome can only be efficient if those costs would be exceeded by the cost of 
enforcement.

V. iNterNatioNaL exPerieNCe

The introduction noted six cases from the United States where UAS had either been shot at or shot 
down, with privacy concerns claimed in four of those cases. In the New Jersey case, the shooter, 
Russell Percenti, was indicted on charges of criminal mischief and possession of a firearm for an 
unlawful purpose.120 Percenti pleaded guilty to the lesser charge of criminal mischief, avoiding a 
potential prison sentence for the firearms charge.121 In the California case, a small claims court found 
that the shooter “acted unreasonably in … shoot[ing] the drone down, regardless of whether it was 
over his property or not” and was ordered by a small claims court to pay $850 for damage to the 
UAS.122 There were no criminal charges. In the Virginia case, the operators of the unmanned aircraft 
fled when the shooter threatened to call the police, but no one has filed a criminal complaint,123 and 
no charges have been laid. In the 2016 Tennessee case, it appears that police were called, but no 
charges were laid because “the responding deputy could not identify a law that had been broken”.124 
No charges have been laid in the 2017 Tennessee case.

118 Law Commission Review of the Privacy Act 1993: Review of the Law of Privacy: Stage 4 (NZLC R123, 2011).
119 The nature of those costs was discussed in the introduction to this paper.
120 The Smoking Gun, above n 7.
121 “Man who shot down drone pleads guilty to criminal mischief” (13 February 2016) Fox News US <www.foxnews.com>. 
122 Farivar, above n 9. The cited article provides links to scanned copies of the small claims filing and the court decision.
123 Farivar, above n 10.
124 Flowers, above n 11.
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In the Kentucky case, the shooter (William Meredith) was charged with first degree wanton 
endangerment and first degree criminal mischief.125 Those charges were dismissed, with the Judge 
hearing the case finding that the overflight of the UAS was an invasion of privacy and that Meredith 
“had the right to shoot at this drone”.126 The owner of the UAS (John Boggs) subsequently filed 
proceedings in the United States District Court for declaratory rulings on a number of matters, 
including that the operating the UAS “did not violate [Meredith’s] reasonable expectation of 
privacy”, that it is not legal to shoot at an UAS operating in navigable airspace, and a claim for 
$1,500 for damage to the UAS under trespass to chattels.127

Part of Boggs’ argument rests on the proposition that he was operating his UAS in “Class G” 
airspace, which is defined as the airspace between the surface and the lower level of controlled 
airspace, and therefore the operation was legal and falls entirely under the jurisdiction of the Federal 
Aviation Administration.128 This proposition appears to ignore the leading United States authority 
on aviation trespass (Causby), in which the United States Supreme Court held that although the 
cujus est solum doctrine had been substantially and necessarily modified by the advent of aviation, 
low-level flight could amount to trespass:129

The superadjacent airspace at … low altitude is so close to the land that continuous invasions of 
it affect the use of the surface of the land itself. We think that the landowner, as an incident to his 
ownership, has a claim to it and that invasions of it are in the same category as invasions of the surface.

Another argument proffered by Boggs is that Meredith does not have a reasonable expectation of 
privacy, relying on the majority opinion in California v Ciraolo that an expectation that a garden 
is protected from observation from publicly navigable airspace “is unreasonable and is not an 
expectation that society is prepared to honor”.130

The United States District Court dismissed the case for lack of subject matter jurisdiction and 
found that the claim for trespass to chattels was properly one for a state court to decide rather 
than a federal court.131 This leaves unresolved the question of the height at which the flight of an 
unmanned aircraft becomes a trespass: above that height Ciraolo would seem to be the controlling 
case, and below that height Causby would be the controlling case.132

European Union (EU) member states are subject to the Charter of Fundamental Rights of the 
European Union, which includes a “right to respect for … private and family life, home, and 
communications” (art 7) and a “right to the protection of personal data” which “must be processed 
fairly for specified purposes and on the basis of the consent of person concerned or some other 
legitimate basis laid down by law” (art 8).133 Article 8 is expanded by the “Data Protection 

125 WDRB News, above n 8.
126 “Judge dismisses charges for man who shot down drone” (27 October 2015) WDRB News <www.wdrb.com>.
127 Boggs v Meredith 3:16-cv-00006 (Ky 2016) Document 1.
128 The Federal Aviation Administration is the United States’ equivalent of the New Zealand Civil Aviation Authority.
129 United States v Causby 328 US 256 (1946) at 265.
130 California v Ciraolo 476 US 207 (1986) at 213.
131 Boggs v Meredith, above n 127, Document 20.
132 For further analysis of the unresolved United States legal position see McNeal, above n 43.
133 Charter of Fundamental Rights of the European Union [2000] OJ C364 1–22.
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Directive”, which provides additional detail on how personal data is to be protected.134 EU member 
states are required to implement their own national legislation to comply with the Data Protection 
Directive. National legislation will be similar in effect to our Privacy Act 1993, which has been 
recognised by the EU as complying with the principles of the Data Protection Directive.135 As such, 
EU member states will generally face the same issues as New Zealand with respect to UAS and 
privacy.

Under Swedish law, a camera that is operated remotely and can surveil public areas is 
considered a surveillance device and a surveillance licence is required. In October 2016, the 
Supreme Administrative Court of Sweden ruled in AA v Data Protection Authority that UAS with 
cameras meet both requirements (remote operation and the ability to surveil public areas) and are 
therefore surveillance devices.136 It is notable that the Swedish treatment of surveillance devices 
provides specific protection of privacy in public places, in contrast to the law in New Zealand 
which holds there is only a limited expectation of privacy in public places.

In December 2016, the United Kingdom’s Department for Transport issued a consultation on 
the regulation of UAS.137 That consultation acknowledges the range of safety, privacy, and security 
issues associated with UAS, but does not offer any proposals directed specifically at privacy. 
However, the consultation paper includes proposals for registration and electronic identification of 
UAS to “aid enforcement”.

Vi. reform ProPoSaLS

Although the Law Commission’s recommendations represent a comprehensive package of 
reforms that would strengthen New Zealand’s privacy laws, there is gap that allows for privacy 
violations by UAS, and for which a civil remedy is appropriate. Drawing on UAS characteristics 
and the foregoing analysis of the status quo, the following options for statutory reform are worth 
consideration: (i) amending the privacy torts by statute; (ii) the issuance of a Code of Practice 
under the Privacy Act 1993; (iii) an encoded radio frequency beacon for those UAS piloted by 
an operator approved by the Privacy Commissioner; and (iv) strengthening the application of the 
Privacy Act 1993 to UAS.

Even with these changes in place, a significant problem with UAS remains: identification of 
the operator.138 In such circumstances judicial remedies will be ineffective. Consequently, it may 

134 Directive 95/46/EC on the protection of individuals with regard to the processing of personal data and on the free 
movement of such data [1995] OJ L281/31–50.

135 Commission Implementing Decision of 19 December 2012 pursuant to Directive 95/46/EC of the European Parliament 
and of the Council on the adequate protection of personal data by New Zealand (notified under document C(2012) 
9557) [2013] OJ L28/12–14. 

136 A copy of the judgment is available (in Swedish) from the UAS Sweden website at <www.http://uassweden.org/ 
wp-content/uploads/2016/10/78-16.pdf>.

137 “Unlocking the UK’s High Tech Economy: Consultation on the Safe Use of drones in the UK” (21 December 2016) 
Department for Transport <www.dft.gov.uk>.

138 See the testimony of Chief Inspector Nick Aldworth of the Metropolitan Police before the House of Lords in “Revised 
transcript of evidence taken before The Select Committee on the European Union Internal Market, Infrastructure and 
Employment (Sub-Committee B) Inquiry on Civil Use of Remotely Piloted Aircraft Systems (RPAS)” (17 November 
2014). This testimony can be found at: <www.parliament.uk/documents/lords-committees/eu-sub-com-b/
CiviluseofRPAS/EU-Sub-Committee-B-Civil-use-of-Remotely-Piloted-Aircraft-Systems.pdf>.
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be more appropriate to enable forms of self-help. This would enable a potential victim to take 
immediate action against a UAS in order to prevent an actual or potential privacy violation.

Finally, some privacy-violating conduct is sufficiently egregious that criminal sanction is 
warranted, hence the final option proposed is the extension of criminal law.

A. Tort Reform

The first option I propose for addressing the privacy concerns generated by modern imaging 
technologies, including UAS, is that of tort reform. In particular, the privacy torts could be amended 
by statute to rely primarily on the reasonable expectation of privacy. This could include Moreham’s 
proposal to dispense with the “highly offensive” threshold,139 or alternatively, to clarify the range 
of circumstances which should be considered highly offensive. I also propose that the reasonable 
expectation of privacy should be given explicit precedence over the existing principle of no right 
to limit views, effectively rendering the latter redundant.

A. Code of Practice for UAS Operation

One option that could be implemented relatively quickly is the creation of a privacy code of practice 
associated with UAS operator certification.140 Under pt 6 of the Privacy Act 1993, the Privacy 
Commissioner may issue codes of practice for an industry or activity which may modify one or 
more of the IPPs or specifies the means of compliance with an IPP. This provides clear means by 
which the activities of UAS could be regulated in regards to privacy, making use of existing dispute 
resolution and enforcement mechanisms within a coherent privacy framework.

The creation of a separate code of practice is more appropriate than revising the CCTV 
Guidelines or issuing new guidelines because violating a code of practice amounts to a breach of 
the IPPs, but a violation of guidelines does not. Such a code of practice could reduce the uncertainty 
around what activities intrude to an unreasonable extent, and thus reduce the uncertainty over 
whether a particular use of UAS constitutes an interference with privacy.

I propose that the “Code of Practice for UAS Operations” should contain the following 
provisions:
•	 Unless expressly exempted by the Privacy Commissioner or permission has been obtained 

from the occupiers of the affected properties, a UAS must not be operated over residences, 
residential areas or other locations where people have a reasonable expectation of privacy. 
Operation in contravention of this provision would be deemed to intrude to an unreasonable 
extent into the personal information of the affected individuals.

•	 Affected properties are all properties that might reasonably be expected to be included in 
photographs or imagery captured by the UAS.

139 Moreham, above n 62.
140 Note also that the Law Commission considered the possibility of a CCTV code of practice as “the logical next step” 

if “guidance alone does not prove effective in controlling CCTV surveillance and ensuring that privacy is protected”. 
See, Law Commission, above n 110, at [4.14].
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•	 The Privacy Commissioner may grant an exemption to a UAS operator that has undertaken 
appropriate training,141 and has adopted procedures approved by the Office of the Privacy 
Commissioner for protection of personal information.

•	 An exemption carries with it the requirement to be subject to audit.
The first of the proposed provisions is the analogue of CAR, pt 101.207(a)(1),142 but in relation 

to privacy rather than safety. The third and fourth of the proposed provisions are the analogue of 
CAR, pt 102.143

The Law Commission rejected the blanket licensing of CCTV systems as “impractical and overly 
bureaucratic”.144 My proposals for exemptions granted by the Privacy Commissioner are, in effect, 
a form of licensing. However, the exemptions would only be sought by those UAS operators that 
have a genuine need to conduct operations that might be viewed as interfering with privacy, and 
thus would not amount to blanket licensing. Those operators who do not seek an exemption would 
instead need to ensure that they communicated with all affected persons regarding the purpose of 
their flight.

B. Encoded Radio Frequency Identification

A privacy exemption to operate over residential areas should be associated with a means of 
identifying both the UAS and the operator. To that end, certification under CAR, pt 102, already 
requires the operator to provide CAA with a list of the UAS that the operator intends to fly, 
including a serial number or other unique identifier. CAA’s standard practice with manned aircraft 
is to publish a register of aircraft listing the registration, make, model, serial number and registered 
operator.145 There may be considerable benefit in requiring registration of UAS and that register 
being available to the public.

One potential problem is the small size of UAS and the consequential difficulty of having 
a visible identifier. Similar to the proposal advanced by the United Kingdom Department 
for Transport, it might be possible to have an encoded radio frequency beacon on all properly 
authorised UAS, with transmissions occurring on a frequency that can be received by smartphones 
(possibly on the 2.4 GHz “WiFi” frequency band already utilised by most UAS); an app would be 
required to determine the aircraft’s registration and whether the UAS has been authorised by the 
Privacy Commissioner.146 UAS without such a beacon, or with a malfunctioning beacon, would be 
presumed to lack a privacy exemption. People could then have confidence that an authorised UAS 

141 The “appropriate training” could be as simple and low-cost as the online training already provided by the Privacy 
Commissioner.

142 Civil Aviation Rules, pt 101, above n 19.
143 Civil Aviation Rules, pt 102, above n 20.
144 Law Commission, above n 110 at [4.15].
145 The aircraft register is available at <www.caa.govt.nz/script/air-reg-query/>. Selecting an aircraft classification (for 

example: aeroplane, glider, helicopter) provides a list of all aircraft of that classification.
146 Department for Transport, above n 137. In the consultation paper, at [6.16], the Department for Transport comments: 

“We envisage a digital identification system embedded in all drones over a certain weight, which will identify the 
drone in the air to drone traffic management systems, other drones flying around it and other airspace users, as well as 
anyone ‘scanning’ the drone from within a certain distance equipped with appropriate ‘scanning’ technology. Scanning 
a drone would release its unique identifying number. If the drone operator was perceived to be breaking the law, this 
number could then be used by the Police to track the owner of the drone down via the drones registry.”
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is not violating their privacy, and the police and other enforcement officials would have greater 
confidence in intervening when an UAS is potentially photographing without approval.

This option directly reduces both sources of uncertainty: at least some UAS will be registered 
and carry an identification beacon, and people on the ground may be able to ascertain that such 
aircraft are operating with procedures approved by the Privacy Commissioner, and are therefore 
unlikely to be breaching privacy. The UAS operating under this scheme would also be traceable back 
to a specific operator. UAS operating outside this scheme (not carrying an identification beacon), 
would be presumed to be operating outside of the Privacy Commissioner’s regime, and therefore 
potentially committing a privacy breach. Operator identification then remains problematic. The 
UAS operators most likely to breach privacy might also be the operators most likely to remain 
outside the scheme, and this option does not provide an adequate approach for controlling those 
operators.

C. Strengthening the Privacy Act 1993

The Privacy Act 1993 could be strengthened to better address privacy issues raised by UAS. In 
particular, improvements are required that reduce or eliminate existing uncertainties. This could be 
achieved by specifying that the gathering of still or video imagery by any broadcast or closed-circuit 
television system of a location where a person has a reasonable expectation of privacy constitutes 
an unreasonable intrusion. Using the phrase “reasonable expectation of privacy” in the formulation 
of the civil offence would also have the effect of harmonising the civil offence with the privacy 
torts. The current definition of an “interference with privacy” is quite different from the definition 
of the two privacy torts.

This option would reduce uncertainties about the conduct legally considered to be an interference 
with privacy. This option would not address the first source of asymmetric information, as it would 
not include a provision for the Privacy Commissioner to approve or audit the practices of UAS 
operators, nor a means of determining whether a UAS is likely to be operating in a manner that 
does not violate privacy. However, it would apply to all operators, so any uncertified operators that 
breach privacy and can be identified could be sued.

D. Self-Help

A further option proposed for addressing UAS-related privacy violations is the doctrine of self-help, 
allowing the victim to take immediate steps to halt a potential privacy violation. This may be 
particularly important when it is difficult to identify the UAS operator and/or an optimal fine is 
unlikely to be levied. Froomkin and Colangelo observe that the law allows self-help remedies 
against both crime and torts.147 While originally derived from Common Law, many of these 
self-help remedies have been codified in statute. The Crimes Act 1961 allows the use of reasonable 
force to protect both oneself and others from assault (s 48). The Impounding Act 1955 provides 
that trespassing stock may be seized and restrained or impounded (pt 5), although trespass damages 
can only be recovered if the occupier of the land has taken reasonable precautions, such as fencing 
the land (s 26). The Dog Control Act 1996 provides that any person may seize or destroy a dog 
attacking any person or animals (s 57), and even a dog simply “at large” among stock or poultry 
may be seized or destroyed (s 60). Froomkin and Colangelo argue that the practical problems 

147 A Michael Froomkin and Zak Colangelo “Self-Defense Against Robots and Drones” (2015) 48 Conn L Rev 1.
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associated with UAS mean that self-help remedies may be appropriate too: if the operator of the 
UAS cannot be identified then the law is not going to be able to ensure a just outcome, and self-help 
may be the only practical means of protecting oneself from a wrong.

An argument in favour of allowing self-help in relation to privacy violation by UAS can be 
drawn by analogy with self-help remedies allowed in relation to dogs. Davis argues in the context 
of physical harm that, just as a strict liability is placed on dog owners for any damage caused, 
there should also be strict liability placed on the operators of UAS for any damage caused.148 This 
analogy can be readily extended from physical harm to a broader notion of mental and emotional 
harm. Stock worrying – which occurs when a dog is roaming at large among stock without actually 
attacking them – is a result of the fear response of prey animals to a predator (the dog).149 UAS 
have been shown to induce physiological stress responses in large mammalian predators,150 and the 
adverse human responses to UAS described in the introduction to this paper are clear examples 
of stress. If the law allows that a dog may be seized or destroyed for stock worrying, logically 
applying this same principle to UAS suggests that an aircraft worrying stock or people should 
also be liable to be seized or destroyed, even if the person concerned is not certain that the UAS is 
engaged in a privacy breach.

The law is silent on the destruction of illegal surveillance devices. But, it is not surprising 
that the courts have not seen claims for compensation for the destruction of such devices, as their 
very existence is the result of a criminal or tortious act. Destruction of the devices is the use of 
reasonable force to prevent a greater harm from occurring. The Crimes Act 1961 provides for 
forfeiture of interception devices if a person is convicted of intentionally using such a device to 
intercept communications (s 216E), and equipment used for making intimate visual recordings 
may also be subject to forfeit (s 216L(2)).

There are some obvious limitations to the proposition that an individual should be able to seize 
or destroy an UAS without evidence that it is actually breaching privacy. In the first instance, a 
person in a location with no reasonable expectation of privacy should not be able to exercise such 
a self-help remedy. Secondly, various offences under the Arms Act 1983 limit the ability to shoot 
down a UAS if doing so would present risks to persons or property.151 Thirdly, as noted earlier, 
while a UAS could be disabled by radio or GPS jamming radios,152 it is an offence against the 
Radiocommunications Regulations 2001 to operate any radio jamming equipment in New Zealand 
without a licence.153 Fourthly, if UAS is disabled in flight, it may crash on a another’s property 
causing either harm to people or damage to property, particularly if non-trespassory surveillance is 

148 Jim Davis “The (Common) Laws of Man Over Vehicles Unmanned: Comment by Emeritus Professor Jim Davis” 
(2011) 21 JLIS Special Edition: The Law of Unmanned Vehicles 166 at 170.

149 Even domestic farmed sheep that are relatively familiar with the presence of dogs show behavioural and physiological 
responses to dogs that are characteristic of fear. See, for example, Ngaio Jessica Beausoleil “Behavioural and 
physiological responses of domestic sheep (Ovis aries) to the presence of humans and dogs” (PhD thesis, Massey 
University, 2006).

150 Mark Ditmer and others “Bears Show a Physiological but Limited Behavioral Response to Unmanned Aerial Vehicles” 
(2015) 25 Current Biology 2278.

151 It is offence against s 53 of the Arms Act 1983 to carelessly use a firearm or to discharge a firearm with reckless 
disregard for the safety of others, and against s 48 to discharge a firearm near a dwellinghouse or public place “so as 
to endanger property or to endanger, annoy, or frighten any person”.

152 See above n 41.
153 New Zealand Gazette, above n 42.
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involved. These limitations collectively suggest that the self-help option is feasible and desirable 
only when trespass occurs, with the proviso that the person disabling the UAS may be liable for 
damage caused to any other property.

It is also relevant to note the relationship between the size of UAS and its purpose. Most, if not 
all, UAS carrying out a legitimate commercial purpose will be designated as “small” or larger.154 
High-quality photography requires a stable platform and larger machines will have greater stability 
in a breeze. Applications such as parcel delivery, when that eventuates, will require UAS of a 
significant size capable of lifting a package of moderate size and weight. The size and design of the 
UAS will be an indication that the aircraft has a legitimate purpose. Very small UAS, on the other 
hand, are unlikely to have a legitimate purpose other than recreational use. The smallest UAS are 
typically intended specifically for surveillance,155 and may also be the easiest to seize and destroy 
if they are found to be trespassing.

Problems may arise from the prohibitions in the Aviation Crimes Act 1972 against destroying 
an aircraft in service or causing damage to an aircraft in service which renders the aircraft incapable 
of flight; these offences carry a term of imprisonment of up to 14 years.156 These prohibitions were 
framed in an era when aircraft were always manned, so destroying or damaging an aircraft would 
necessarily put human life at risk. There is no direct risk to human life with a small UAS which by 
virtue of their size are incapable of carrying passengers, and on that basis, it can be argued that the 
provisions in the Aviation Crimes Act 1972 should be revised to reflect the new technology.

Legalising self-help would require amendments to both the Aviation Crimes Act 1972, providing 
a defence in the event that an UAS was committing aerial trespass and the Civil Aviation Act 1990, 
providing a broader range of circumstances in which a UAS could be held to be committing aerial 
trespass.

If adopted, this potential option would ensure that UAS operators obtained permission from 
every property over which they were going to fly, or otherwise risk having their UAS somehow 
disabled or destroyed. This requirement to obtain permission would be separate from, and take 
precedence over, the requirement in CAR, pt 101.207(a)(1), and thus could not be circumvented 
by obtaining operator certification under CAR, pt 102. This would significantly reduce the costs 
associated with privacy violations, substituting for them the costs of either damaged or destroyed 
UAS, or the effort of obtaining permission from all parties potentially affected by a UAS operation. 
This would provide the UAS operator with the incentive to ensure that the benefits of each 
UAS flight were at least equal to the costs incurred, and ultimately to optimise the number and 
characteristics of flights.

There may be some situations where this option by itself could result in the destruction of some 
UAS that were carrying out legitimate activities and were not engaged in a privacy breach. For that 

154 Within the literature, UAS may be described in terms of the adjectives “nano”, “micro”, “small”, and so forth. There 
is general agreement that those with a maximum take-off weight of 25kg or less are “small”, although it is unclear 
how 25kg became the relevant break point. Small UAS can be further classified into “micro” with a maximum weight 
less than 2kg, and nano with a maximum weight less than 500g. See Volpe Unmanned Aircraft Systems (UAS) Service 
Demand 2015-2035: Literature Review & Projections of Future Usage (United States Airforce, Technical Report 
DOT-VNTSC-DoD-13-01, 2013) at 104.

155 For example, the manufacturer AeroVironment has developed a “Hummingbird Nano Air Vehicle” that looks like a 
hummingbird, flies with flapping wings like a hummingbird, and is designed specifically for surveillance purposes. 
Evan Ackerman “AeroVironment’s Nano Hummingbird Surveillance Bot Would Probably Fool You” (4 March 2011) 
IEEE Spectrum <spectrum.ieee.org>.

156 Aviation Crimes Act 1972, s 5.



168 Waikato Law Review Vol 24

reason, a better outcome is likely to be achieved by a combining this option with a privacy code of 
practice, certification, and radio frequency identification: UAS engaged in legitimate activity would 
be registered and identifiable and therefore less likely to be seized and/or destroyed if trespassing. 
It may also be appropriate to define aerial trespass as occurring up to a certain height (such as 
500 feet AGL) so that a corridor of airspace can be preserved for UAS that must traverse airspace 
as part of legitimate activity.157 A gap will potentially remain for non-trespassory surveillance by 
unregistered UAS, but this gap also exists with the “no right to limit views from public places or 
from other private property” under tort.158

E. Criminal Sanction

The low probability of detection means that damages in either tort or under statute would need 
to be very high in order to provide optimal deterrence.159 Posner views criminal law as deterring 
people from bypassing “the market” when the optimal damages required for deterrence in tort are 
so high that they would exceed the offender’s ability to pay, and therefore suggests that criminal 
law may be more appropriate.160 There is also a class of offence where civil privacy law is not the 
best option, such as when a UAS is used for reconnaissance purposes in the commission of a crime.

In the first instance, the offence of peeping into a dwelling house at night should be amended to 
remove the restriction to night time,161 and to increase the fine from $500 to a maximum of at least 
the benchmark of $15,000 adopted by the HRRT. These measures would provide a more effective 
deterrent against what might be the most egregious use of UAS, the deliberate observation inside 
a house.

The second suggestion is the introduction of a new crime of using surveillance technologies in 
the commission of another crime. This would create a new offence covering the use of UAS for 
reconnaissance in the commission of a burglary. This should attract at least the same sentence as 
the amended “peeping” crime or the Law Commission’s proposed crime of “visual surveillance of 
a private dwelling”.

While fines and monetary reparations under criminal law may be relatively low, transferring a 
wrong from tort to criminal law creates additional costs to the wrongdoer. If a suit is successful, a 
tortfeasor must pay damages and costs, but has no equivalent of a criminal “record” that can act to 
exclude the individual from future opportunities.

Counterbalancing the costs imposed by a criminal conviction, conviction of a crime requires 
both mens rea and a higher evidentiary standard than required for any of the other proposed options. 
The lowest evidentiary standard is associated with the proposed self-help remedy, where a concern 
that privacy is being breached may be sufficient for action. A breach of the Privacy Act 1993 or 
an associated code of practice may be unintentional, but is nonetheless still an actionable breach, 

157 Note that the minimum height for manned aircraft over urban areas is 1,000 feet AGL or any obstacle, so allowing 
aerial trespass up to 500 feet AGL provides a “slice” of airspace 500 feet high that can be used for applications such 
as delivery services.

158 C v Holland, above n 54 at [92].
159 A Mitchell Polinsky and Steven Shavell “Enforcement Costs and the Optimal Magnitude and Probability of Fines” 

(1992) 35 Journal of Law and Economics 133.
160 Richard A Posner “An Economic Theory of the Criminal Law” (1985) 85 Colum L Rev 1193.
161 This could also be achieved by adopting the Law Commission’s proposed crime of “visual surveillance of a private 

dwelling”. See Law Commission, above n 110, at [3.33].



2016 Proposals to Address Privacy Violations by Unmanned Aerial Systems 169

and being a civil statute only requires a breach to be proved on balance of probabilities. A crime, 
however, must be proven beyond reasonable doubt. When a UAS operator can simply delete any 
recording, and deny that footage was being taken, it may be very difficult to prove a crime unless an 
operator is caught “in the act” by law enforcement officials. Publication of material that involved 
a privacy breach will also not always be conclusive evidence, as it will still be necessary to prove 
intent.

Vii.  CoNCLuSioN

The general public is concerned about UAS violating their privacy and being subjected to 
surveillance in spaces where they might have a reasonable expectation of privacy. Experimental 
evidence clearly demonstrates that even individuals who consent to surveillance experience a range 
of negative emotions including fear, anxiety and anger, and change their behaviours in response 
to the surveillance. Over the longer term, these negative emotions and the behaviour changes can 
result in reduced trust and lower economic growth. In this paper, I have proposed six reforms that 
would enhance the effectiveness of existing privacy law in addressing privacy breaches by UAS.

The mind of the public frequently equates privacy and trespass, yet the two are manifestly 
different. However, trespass could be used to prevent some forms of privacy violation. Amending 
the Civil Aviation Act 1990 to provide for aerial trespass by unmanned aircraft would enable the 
law of trespass to be invoked when such an aircraft is operating at low level over a property 
without authorisation. Given the difficulty of identifying or apprehending a UAS or its operator, 
this paper also proposes that the law is amended to allow destruction of aircraft committing aerial 
trespass. These proposals are consistent with those advanced for the United States by Froomkin 
and Colangelo.162

Clarifying what conduct constitutes aerial trespass does nothing to solve the problem of 
non-trespassory surveillance, which can be conducted using a UAS located over a neighbouring 
property or public way, such as a road, footpath, or walkway.

The general problem of UAS non-trespassory surveillance can only be addressed through the 
development of privacy law. New Zealand’s privacy torts may set too high a standard (“highly 
offensive”), and should arguably be reformed to rely solely on the reasonable expectation of privacy 
as suggested by Moreham.163 Tort law reform may be too slow given the pace of technological 
change unless implemented by statute. An alternative approach is for the Privacy Commissioner 
to promulgate a “Code of Practice for UAS Operations”, issued under the Privacy Act 1993. The 
Code would be able to clarify exactly when a UAS would constitute an unreasonable intrusion and 
likely to result in an “interference with privacy”, a civil wrong that can be pursued in the HRRT. 
I propose that the Code of Practice would prohibit flights over residences, residential areas and 
other areas where persons would have a reasonable expectation of privacy unless either permission 
is obtained from all affected properties (including those not directly under the flight path) or an 
exemption has been obtained from the Privacy Commissioner on the basis that the applicant 
has demonstrated good privacy systems. A privacy exemption to operate over residential areas 
should be associated with a means of identifying both the UAS and the operator, which might be 

162 Froomkin and Colangelo, above n 147.
163 Moreham, above n 62.
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best achieved by use of an encoded radio frequency beacon as proposed by the United Kingdom 
Department of Transport.164

The proposed Code of Practice would sit alongside the CARs in being an instrument to regulate 
the use of UAS, and may be most effectively implemented by requiring the UAS operator to hold a 
CAR, pt 102 certificate. There may, however, need to be a minor amendment to the Civil Aviation 
Act 1990 to allow this.

I also propose amending the Privacy Act 1993 to clarify what constitutes an unreasonable 
intrusion into privacy for still or video imagery by any broadcast or closed-circuit television 
systems. The reduction in uncertainty would improve efficiency in the application of the law.

Finally, I support the extension of the existing crime of peeping into a dwelling house to include 
peeping during daytime; and propose a new crime to capture the use of unmanned aircraft in the 
commission of any other crime.

Collectively, these proposals would enable New Zealand’s privacy law to better address the 
challenges posed by UAS.

164 Department for Transport, above n 137.


